| create and store clinical records throughout our work together and )
after
e Records are stored electronically in “cloud-based” services connected to the
Internet, physical hard drives, and local computers
YOUI’ ¢ “Cloud-based” services and local drives/computers use HIPAA security
standards
e Record security is never 100% guaranteed
e | store your records for at least 7 years after our work concludes

Records

See page 2 for more information

You have the right to: \
e Get a copy of your paper or electronic medical record
e Correct your paper or electronic medical record
e Ask me to limit the information | share
e Get a list of those with whom | shared your information
e Get a copy of this privacy notice
e Choose someone to act for you
e File a complaint if you believe your privacy rights have been violated

See page 5 for more information J

You have choices in the way that | use and share information as I: \
¢ Tell family and friends about your condition
e Provide disaster relief
¢ Provide mental health care
e Market my services and sell your information

See page 5 for more information )

| may use and share your information as I: )
e Treat you
e Run our organization
e Bill for your services

Uses e Help with public health and safety issues
e Comply with the law
and ¢ Work with a medical examiner or funeral director
Disclosures e Address workers’ compensation, law enforcement, and other government
requests

¢ Respond to lawsuits and legal actions

See page 3 for more information y
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THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE
COLLECTED, STORED, USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO
THIS INFORMATION. PLEASE REVIEW IT CAREFULLY.

Your . )
ou Electronic Records Disclosure )

Records

| keep and store records for each client electronically, using the following resources:
« “Cloud-based” systems, meaning the records are stored on servers which are connected to
the Internet.
« PC and Macintosh laptop computers

Here are the ways in which the security of those records is maintained:

» Laptops: | employ firewalls, antivirus software, passwords, and disk encryption to protect
the computer from unauthorized access and thus to protect the records from unauthorized
access

+ Cloud-based: | have entered into a HIPAA Business Associate Agreement with the “Cloud-
based” service providers. Because of these agreements, these providers are obligated by
federal law to protect these records from unauthorized use or disclosure.

« The computers on which these cloud-based systems are stored are kept in secure
data centers, where various physical security measures are used to maintain the
protection of the computers from physical access by unauthorized persons.

« The “Cloud-base” providers employ various technical security measures to maintain
the protection of these records from unauthorized use or disclosure.

| have my own security measures for protecting the devices | use to access these
records:

- Laptops: | employ firewalls, antivirus software, passwords, and disk encryption
to protect the computer from unauthorized access and thus to protect the
records from unauthorized access

« With mobile devices, | use passwords, VPN and remote tracking to maintain
the security of the device and prevent unauthorized persons from using it to
access my records.

Here are things to keep in mind about my record-keeping system:

+ While my record-keeping providers and | both use security measures to protect these
records, their security cannot be guaranteed.

- Some workforce members at the “Cloud-based” providers, such as engineers or
administrators, may have the ability to access these records for the purpose of maintaining
the system itself. As a HIPAA Business Associate, these providers are obligated by law to
train their staff on the proper maintenance of confidential records and to prevent misuse of
unauthorized disclosure of these records. This protection cannot be guaranteed, however.

+ My record-keeping company keeps a log of my transactions with the system for various
purposes, including maintaining the integrity of the records and allowing for security audits.

To help prevent the loss or damage of records, | keep backups of them. Here is how | keep
them backed up:

» Physical hard drives that are encrypted and locked in a safe in my locked office.

+ Online backup service produced and maintained by a “Cloud-base” provider.
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Uses & How | may use and Disclose Your PHI )

Disclosures

PROTECTING YOUR PHI

| am legally required to protect the privacy of your PHI, which includes information that can be
used to identify you that I've created or received about your past, present, or future health or
condition, the provision of health care to you, or the payment of this health care. | must provide
you with this Notice about my privacy practices, and such Notice must explain how, when, and
why | will "use" and "disclose" your PHI.

A "use" of PHI occurs when | share, examine, utilize, apply, or analyze such information within
my practice; PHI is "disclosed" when it is released, transferred, has been given to, or is
otherwise divulged to a third party outside of my practice.

With some exceptions, | may not use or disclose any more of your PHI than is necessary to
accomplish the purpose for which the use or disclosure is made. And, | am legally required to
follow the privacy practices described in this Notice.

However, | reserve the right to change the terms of this Notice and my privacy policies at any
time. Any changes will apply to PHI on file with me already. Before | make any important
changes to my policies, | will promptly change this Notice and post a new copy of it in my
office and on my website (if applicable). You can also request a copy of this Notice from me, or
you can view a copy of it in my office or at my website, which is located at
socialanxietycounseling.com/forms

USES AND DISCLOSURES OF YOUR PHI

| will use and disclose your PHI for many different reasons. For some of these uses or
disclosures, | will need your prior authorization; for others, however, | do not. Listed below are
the different categories of my uses and disclosures along with some examples of each
category.

A. Uses and Disclosures Relating to Treatment, Payment, or Health Care Operations Do Not
Require Your Prior Written Consent, though my standard practice, for non critical safety
issues, is to request a signed Release of Information from you first. | can use and disclose
your PHI without your consent for the following reasons:

1. For treatment. | can disclose your PHI to physicians, psychiatrists, psychologists, and
other licensed health care providers who provide you with health care services or are
involved in your care. For example, if you're being treated by a psychiatrist, | can disclose
your PHI to your psychiatrist in order to coordinate your care.

2. To obtain payment for treatment. | can use and disclose your PHI to bill and collect
payment for the treatment and services provided by me to you. For example, | might send
your PHI to your insurance company or health plan to get paid for the health care services
that | have provided to you. | may also provide 2 your PHI to my business associates, such
as billing companies, claims processing companies, and others that process my health
care claims.

3. For health care operations. | can disclose your PHI to operate my practice. For example,
I might use your PHI to evaluate the quality of health care services that you received or to
evaluate the performance of the health care professionals who provided such services to
you. | may also provide your PHI to our accountants, attorneys, consultants, and others to
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make sure I’'m complying with applicable laws.

4. Other disclosures. | may also disclose your PHI to others with-out your consent in certain
situations. For example, your consent isn't required if you need emergency treatment, as
long as | try to get your consent after treatment is rendered, or if | try to get your consent
but you are unable to communicate with me (for example, if you are unconscious or in
severe pain) and | think that you would consent to such treatment if you were able to do so.

B. Certain Uses and Disclosures Do Not Require Your Consent. | can use and disclose your
PHI without your consent or authorization for the following reasons:
1. When disclosure is required by federal, state or local law; judicial or administrative
proceedings; or, law enforcement. For example, | may make a disclosure to applicable
officials when a law requires me to report information to government agencies and law
enforcement personnel about victims of abuse or neglect; or when ordered in a judicial or
administrative proceeding.
2. For public health activities. For example, | may have to report information about you to
the county coroner.
3. For health oversight activities. For example, | may have to provide information to assist
the government when it conducts an investigation or inspection of a health care provider or
organization.
4. For research purposes. In certain circumstances, | may provide PHI in order to conduct
medical research.
5. To avoid harm. In order to avoid a serious threat to the PHI to law enforcement personnel
or persons able to prevent or lessen such harm.
6. For specific government functions. | may disclose PHI of military personnel and veterans
in certain situations. And | may disclose PHI for national security purposes, such as
protecting the President of the United States or conducting intelligence operations.
7. For workers' compensation purposes. | may provide PHI in order to comply with
workers' compensation laws.
8. Appointment reminders and health related benefits or services. | may use PHI to provide
appointment reminders or give you information about treatment alternatives, or other health
care services or benefits | offer.

C. Certain Uses and Disclosures Require You to Have the Opportunity to Object.
1. Disclosures to family, friends, or others. | may provide your PHI to a family member,
friend, or other person that you indicate is involved in your care or the 3 payment for your
health care, unless you object in whole or in part. The opportunity to consent may be
obtained retroactively in emergency situations.

D. Other Uses and Disclosures Require Your Prior Written Authorization.
1. Psychotherapy Notes. | do keep “psychotherapy notes” as that term is defined in 45
CFR § 164.501, and any use or disclosure of such notes requires your Authorization unless
the use or disclosure is:
a. For my use in treating you.
b. For my use in training or supervising mental health practitioners to help them improve
their skills in group, joint, family, or individual counseling or therapy.
c. For my use in defending myself in legal proceedings instituted by you.
d. For use by the Secretary of Health and Human Services to investigate my compliance
with HIPAA.
e. Required by law and the use or disclosure is limited to the requirements of such law.
f. Required by law for certain health oversight activities pertaining to the originator of the
psychotherapy notes.
g. Required by a coroner who is performing duties authorized by law.
h. Required to help avert a serious threat to the health and safety of others.
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2. Marketing Purposes. As a psychotherapist, | will not use or disclose your PHI for
marketing purposes.

3. Sale of PHI. As a psychotherapist, | will not sell your PHI in the regular course of my
business.

4. In any other situation not described in sections lll A, B, and C above, | will ask for your
written authorization before using or disclosing any of your PHI. If you choose to sign an
authorization to disclose your PHI, you can later revoke such authorization in writing to stop
any future uses and disclosures (to the extent that | haven't taken any action in reliance on
such authorization) of your PHI by me.

WHAT RIGHTS YOU HAVE REGARDING YOUR PHI You have the following rights with
respect to your PHI:

A

The Right to Request Limits on Uses and Disclosures of Your PHI. You have the right to ask
that I limit how | use and disclose your PHI. | will consider your request, but | am not legally
required to accept it. If | accept your request, | will put any limits in writing and abide by
them except in emergency situations. You may not limit the uses and disclosures that | am
legally required or allowed to make.

The Right to Choose How | Send PHI to You. You have the right to ask that | send
information to you to at an alternate address (for example, sending information to your
work address rather than your home address) or by alternate means (for example, e-mail
instead of regular mail) | must agree to your request so long as | can easily provide the PHI
to you in the format you requested.

The Right to See and Get Copies of Your PHI. In most cases, you have the right to look at
or get copies of your PHI that | have, but you must make the request in writing. If | don't
have your PHI but | know who does, | will tell you how to get it. | will respond to you within
30 days of receiving your written request. In certain situations, | may deny your request. If |
do, | will tell you, in writing, my reasons for the denial and explain your right to have my
denial reviewed. If you request copies of your PHI, | will charge you not more than $.25 for
each page. Instead of providing the PHI you requested, | may provide you with a summary
or explanation of the PHI as long as you agree to that and to the cost in advance.

The Right to Get a List of the Disclosures | Have Made. You have the right to get a list of
instances in which | have disclosed your PHI. The list will not include uses or disclosures
that you have already consented to, such as those made for treatment, payment, or health
care operations, directly to you, or to your family. The list also won't include uses and
disclosures made for national security purposes, to corrections or law enforcement
personnel, or disclosures made before April 15, 2003. | will respond to your request for an
accounting of disclosures within 60 days of receiving your request. The list | will give you
will include disclosures made in the last six years unless you request a shorter time. The list
will include the date of the disclosure, to whom PHI was disclosed (including their address,
if known), a description of the information disclosed, and the reason for the disclosure. | will
provide the list to you at no charge, but if you make more than one request in the same
year, | will charge you a reasonable cost based fee for each additional request.

The Right to Correct or Update Your PHI. If you believe that there is a mistake in your PHI
or that a piece of important information is missing, you have the right to request that |
correct the existing information or add the missing information. You must provide the
request and your reason for the request in writing. | will respond within 60 days of receiving
your request to correct or update your PHI. | may deny your request in writing if the PHI is
(i) correct and complete, (ii) not created by me, (iii) not allowed to be disclosed, 5 or (iv) not
part of my records. My written denial will state the reasons for the denial and explain your
right to file a written statement of disagreement with the denial. If you don't file one, you
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have the right to request that your request and my denial be attached to all future
disclosures of your PHI. If | approve your request, | will make the change to your PHI, tell
you that | have done it, and tell others that need to know about the change to your PHI.

F. The Right to Get This Notice by E-Mail. You have the right to get a copy of this notice by e-
mail. Even if you have agreed to receive notice via e-mail, you also have the right to request
a paper copy of it.

HOW TO COMPLAIN ABOUT MY PRIVACY PRACTICES

If you think that | may have violated your privacy rights, or you disagree with a decision | made
about access to your PHI, you may file a complaint with the person listed in Section VI below.
You also may send a written complaint to the Secretary of the Department of Health and
Human Services at 200 Independence Avenue S.W., Washington, D.C. 20201. | will take no
retaliatory action against you if you file a complaint about my privacy practices.

PERSON TO CONTACT

If you have any questions about this notice or any com-plaints about my privacy practices, or
would like to know how to file a complaint with the Secretary of the Department of Health and
Human Services, please contact me at:

brian.osullivan.jp@nym.hush.com

Brian O’Sullivan, LMFT

Marunaka B-301, 5-chome-26-16

Goya, Okinawa City Okinawa, Japan 904-0021
090.6868.2672

EFFECTIVE DATE OF THIS NOTICE This notice went into effect on June 1, 2023
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